
phishing 
pages are 
deployed*

100 phishing emails
sent*

100,000

 people exposed 
to malware*

4,300
ransomware 
attacks are 
deployed*

1,21460 
seconds

 
every

CYBER VULNERABILITIES 
YOUR BOARD 

CANNOT IGNORE

t h e  t h r e at  o f  c y b e r c r i m e  i s  r i s i n g

r e s u l t i n g  i n  d e v a s t a t i n g  l o s s

“Cyberattacks & data theft are the top global risks  
behind extreme weather events and natural disasters”

—2018 World Economic Forum Report

Cyberattacks reported by
businesses almost doubled 

in five years

2013

68
attacks 

per
business

130
attacks 

per 
business

2017

Ransomware attacks 
accounted for

 
 
 

of all malicious emails

64%

“Aviation systems are attacked

on average each month” 
—European Aviation Safety Agency

1,000x

More than

years
data from the previous

2 
Tallying more than the

4 Billion
data records were  

reported stolen from 
businesses in 2016	  

US Navy collisions 
resulted in

4

17

GPS & surveillance 
systems

casualties  
due to hacked

3
32x

in a periodmonth

The average DDoS* tar-
get was likely to be hit 

times

*Distributed Denial of Service

Banking trojans designed to 
steal account credentials can 

be bought on the dark web for 

US$500
malware & 

exploitware kits  
are commoditised

buy now

IoT enabled 
devices 

per person

2.6

There 
are 

now
devices

8.4
billion

devices

20.4
billion

by 2019 
this will 
swell to

or

IOT DEVICES ARE 
VULNERABLE

Every minute matters | mailguard.com.au

Contact a cybersecurity expert | 1300 30 44 30 | expert@mailguard.com.au 

The market for
cybercriminals on the

dark web is

357 
million 

new malware 
variants were  

released in 2016

thriving

300,000

NHS

wannacry 
ransomware

computers infected across

including the UK’s National Health Service
shutting down

countries 
150

16
 hospitals

Phishing attacks 
were the root cause of 
frequent breaches on  

nuclear & critical 
manufacturing plants

NotPetya attack 
resulted in quarterly losses of 

Q LOSS

US$300M
to each global 

corporation 
Merck, FedEx & 

Maersk

reinstalled its entire IT infrastructure

NotPetya 
attack victim

45,000 4,000
six months after being hit by ransomware

The cost of 
cybercrime to businesses 

over the next

is expected to be

US$8 
trillion

5 years

Annual cost of responding to 
cyberattacks was  

US$16.37 million per company

27.4%
an increase of

from 2016

t h e  c o s t s  a r e  c at a s t r o p h i c

“Cyberattacks on critical infrastructure  
& industrial facilities are growing rapidly.
Successful breaches will have catastrophic 

impacts to the humans & the environment”

All statistics taken from the 2018 World Economic Forum Report unless otherwise noted

*Source: Risk IQ

*Source: SC Media
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