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Executive 
Summary
A new generation of phishing campaigns is 
exploiting large-language-model (LLM) 
tooling and automated brand-cloning 
services to create convincingly authentic 
emails, webpages and entire multi-step user 
journeys in minutes. These attacks:
• Impersonate high-trust brands (Microsoft 

365, Meta, Spotify, Disney+, cPanel, 
Adobe and more) with pixel-perfect 
accuracy.

• Dynamically personalise logos, colour 
palettes and copy to the recipient’s own 
organisation by calling open-API 
enrichment services such as Clearbit 
on-the-fly.

• Chain multiple “verification” steps, 
credential capture, payment capture, 2FA 
interception and final redirection to a 
legitimate site, to avoid user suspicion.

MailGuard is consistently detecting and 
neutralising these LLM-generated phishing 
kits hours, often days, before Microsoft 
Defender, Proofpoint and other well-known 
security stacks release new signatures. For 
boards and security leaders, the question is 
no longer if AI-driven phishing will breach 
your perimeter, but when, and whether 
current controls are adaptive enough to keep 
pace.
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Email is the starting point for 
91% of cyberattacks.
Source: Microsoft.com

References:
https://www.microsoft.com/en-au/security/business/security-101/what-is-business-email-compromise-bec
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Key Threat 
Insight 
Attack Method
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“Generative-AI toolchains now assemble full phishing playbooks including HTML, CSS, 
localisation, even vanity TLS certificates in under 90 seconds. Static detection is obsolete; we 
stop these threats with proprietary advanced AI before day-zero becomes hour-zero.” 
— Anwar Ibrahim, CTO, MailGuard

Tactic

Brand-faithful email spoof

AI templating + live brand assets

Conditional pages & repeat 
prompts

“Enter 2FA / approve bank app”

Technical Details & Example

Compromised domains deliver malicious 
email, e.g. “Microsoft Teams voicemail” alerts 
with benign-looking WAV links.

Real-time retrieval of logo to theme a fake 
portal that perfectly matches the user’s 
company branding.

JavaScript checks user agent / dev-tools, 
forces double-entry of credentials (“password 
incorrect, try again”) then auto-redirects to 
the real service (Adobe, Facebook, cPanel).

Disney+ workspace scam instructs the victim 
to confirm a charge inside their banking app, 
piggybacking on push-based MFA to 
approve fraudulent payments.

Stage

Initial Lure

Phishing Site 
Generation

Adaptive Flow Control

Multi-factor Bypass

Polymorphic URLs & code 
obfuscation

Cloudflare-fronted hosts rotate sub-domains, 
embed payloads in SVG/MHTML containers, 
and self-destruct after predefined hit-counts 
to dodge retro-scans.

Evasion
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Multi-Stage Phishing Attack 
Example - Facebook
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Masquerading as Meta’s support team, is 
designed to deceive Facebook Page 
administrators into handing over sensitive login 
credentials and two-factor authentication (2FA) 
codes. 
Stage 1: Email advising Facebook Admins of a 
Copyright Infringement violation. 
Stage 2: Phishing page mimicking Meta Privacy 
Center where targets are asked to click to 
‘Request Review’
Stage 3: Personal Details Capture
Stage 4: Password Capture
Stage 5: Password Loop, Password Failed 
Re-Enter (Tactic to confirm details are accurate)
Stage 6: MFA Capture
Stage 7: MFA Loop, MFA Failed Re-Enter
Stage 8: Request Sent confirmation
Stage 9: Return to legitimate Facebook page to 
avoid detection. 
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Multi-Stage Phishing Attack Example - 
Microsoft Teams Voicemail
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Deceptive phishing campaign impersonates 
Microsoft Teams, luring users with a fake 
voicemail alert.
Stage 1: Email advising you have a voicemail. 
Stage 2: Voicemail player. 
Stage 3: Interaction with the player launches a 
spoofed Microsoft login screen.
Stage 4: Password Capture
Stage 5: Password Loop, Password Failed 
Re-Enter (Tactic to confirm details are accurate)
Stage 6: Return to legitimate eBay or Amazon 
page to avoid detection. 
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Multi-Stage Phishing Attack 
Example - Spotify
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This variant impersonates Spotify Support in an 
attempt to steal user login credentials and 
financial data. 
Stage 1: Email advising that a billing issue has 
been detected. 
Stage 2: Spotify login page captures username 
and password. 
Stage 3: Update payment details captures 
credit card information.
Stage 4: SMS verification capture.
Stage 5: Success message confirming update 
of account details.
Stage 6: Return to legitimate Spotify page to 
avoid detection. 
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Multi-Stage Phishing Attack Example - 
cPanel Webmail Notification
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Under the guise of a cPanel webmail 
notification, this email uses social engineering to 
create a sense of urgency and manipulate 
users.
Stage 1: Email advising inbound email 
suspension pending review. 
Stage 2: Review Settings button takes users to 
a webmail login page to capture username and 
password. 
Stage 3: Login Loop, Login Failed Re-Enter 
(Tactic to confirm details are accurate).
Stage 4: Delivery Update success page. 
Stage 5: Return to legitimate cPanel page to 
avoid detection. 
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Multi-Stage Phishing Attack Example - 
Stacker Disney+ Workspace
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A Disney+ workspace invitation from "Stacker", 
the message appears to be a simple 
collaboration invite but is in fact a multi-stage 
phishing attack.
Stage 1: Email invite from Stacker to join 
Disney+ Workspace. 
Stage 2: Account Confirmation Page. 
Stage 3: Redirect to Login to capture username 
and password.
Stage 4: Payment Details page captures credit 
card information.
Stage 5: Requests transaction approval via the 
victims mobile banking app (presumably to 
bypass MFA). 
Stage 6: Return to legitimate Disney+ page to 
avoid detection. 
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Multi-Stage Phishing Attack Example - 
Microsoft OneDrive
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Emails spoofing OneDrive lure users into 
revealing their login credentials to access an 
Adobe PDF file that has been shared with them. 
Stage 1: Email advising that a new contract 
document has been shared with you via 
OneDrive. 
Stage 2: Clicking View Document directs users 
to an Adobe PDF-themed login screen 
capturing username and password. 
Stage 3: Login Loop, Re-Enter required to 
access the files (confirming details are 
accurate).
Stage 4: Return to legitimate Adobe PDF 
Reader page to avoid detection. 
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Multi-Stage Phishing Attack Example - 
Email Validation

MailGuard Insights Report Page 9

Impersonating a legitimate system notification, 
using deceptive tactics to steal user credentials, 
this attack appears simple at first glance, but its 
execution is cunning. It presents as an email 
validation notification, relying on dynamic 
redirects and branding lookups to improve the 
scam’s credibility and avoid detection.
Stage 1: Email advising your account has been 
marked as inactive and disabled. 
Stage 2: Clicking the mark email as active link 
redirects users to a Gmail Login phishing page 
to capture usernames and passwords. 
Stage 3: Reports a login failure and redirects to 
a login with the real domain for the target 
victims company, causing the user to believe 
the initial login was merely a technical glitch. 
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Why It’s So 
Effective
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• Hyper-realism at scale: 
LLMs ingest brand 
guidelines and spit out 
idiomatic copy, correct 
colour gradients and 
locally relevant legal 
jargon.

• Dynamic 
personalisation: 
Logo-enrichment APIs 
plus recipient-specific 
email variables (name, 
domain) erode the 
“generic spam” tell-tale.

• Filter evasion: No 
malware attachments; 
links point to newly 
registered but clean 
domains, often protected 
by Cloudflare or Azure 
Front Door.

• Psychological pressure: 
Urgency (“billing issue”, 
“copyright strike”, “email 
suspension”), combined 
with familiar UI, 
accelerates reflex clicks.

Average Cost of a Data Breach on Businesses 
- By Country
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2.78M 4.88M
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USD 9M

USD 10M

9.36M

IBM Cost of a Data Breach Report 2024

References:
https://www.ibm.com/reports/data-breach
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Consequences of 
Inaction
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Account Takeover & Lateral Movement: 
Compromised Microsoft 365 tenants provide 
single-sign-on keys to SharePoint, Teams 
and CRM data.
Payment Diversion & Fraud: Stolen card 
details plus 2FA codes enable instant 
transactions or payroll redirection before 
anomalies surface.
Data Breach & Compliance Penalties: 
Sensitive email archives exfiltrated; potential 
violation of ISO 27001, GDPR, and Australian 
Privacy Act.
Brand & Shareholder Impact: Reputational 
fallout drives customer churn and erodes 
market trust; the mean cost per 
email-initiated breach now exceeds US 
$4.45 million (IBM 2024 DBIR).

“LLM-assisted phishing kits now stitch 
together reverse-proxy frameworks such 
as EvilProxy or Modlishka with on-demand 
brand-cloning and Cloudflare Workers 
delivery. In one command, attackers 
launch a site that transparently relays the 
entire Microsoft 365 or Google Workspace 
OAuth flow and captures the returned 
session cookies. MailGuard’s 
sophisticated protection is built to detect 
subtle variations in content and delivery 
patterns to neutralise such threats on first 
encounter.” 
— Prathik Chandrashekar, Head of 
Engineering, MailGuard
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Why MailGuard Is 
Critical
• Rapid protection: Advanced threats 

blocked in-flight, moved out of harm's 
way.

• Predictive lead: Proprietary AI models 
detect novel attack blueprints (QR-code 
phish, Clearbit logo abuse) months before 
industry signatures converge.

• Continuous AI/LLM counter-training: 
Real-time ingestion of adversarial 
templates ensures detection models 
evolve as quickly as attackers innovate.

• Seamless integration and deployment 
inline with Microsoft 365 and Google, 
blocking threats before they reach users.

• This is precision cyber defence at 
speed, engineered to intercept threats 
before human error comes into play.

All campaigns detailed in this report were 
100% stopped by MailGuard. 
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Cost and Frequency of Initial Attack Vectors that 
are Email-Related

4%

6%

8%

10%

12%

14%

16%

18%

$4.4M $4.6M $4.8M $5.0M $5.2M

Phishing 
$4.88M

Unknown Zero 
Zero-Day 
$4.46M Business Email 

Compromise 
$4.88M

Malicious 
Insider 

$4.99MSocial 
Engineering 

$4.77M

Compromised 
Credentials 

$4.81M

to identify and contain breaches involving stolen credentials.

References:
https://www.ibm.com/reports/data-breach

292 Days

IBM Cost of a Data Breach Report 2024
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A Strategic Call To 
Action
Cybercriminals have automated creativity; 
protection cannot rely on human vigilance 
alone. Executive leadership must:

1. Audit detection latency: Measure how 
many minutes (not days) your stack takes to 
learn and block a brand-new phishing kit.

2. Adopt advanced AI defence: Insert 
MailGuard as an additional control point 
before the inbox. No rip-and-replace 
required.

3. Champion a “trust-nothing email” 
culture: Embed continuous training and 
zero-trust principles, backed by technical 
enforcement.
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Modern resilience demands 
pre-emptive speed.

Let’s schedule a time to review your 
organisation’s security posture, and 
assess how MailGuard can complement 
your defences, strengthening control, 
boosting resilience and tackling new 
strategic challenges, to stay ahead of 
evolving threats.
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Built in Australia. 
Trusted Globally.

Today, MailGuard protects organisations 
globally with AI-powered threat detection,  
seamlessly deployed inline with Microsoft’s 
ecosystem and Google, among other email 
providers.
At the heart of our platform is MyGuard — 
our proprietary AI threat engine developed 
with over A$35 million in R&D. MyGuard 
combines:
• Gen-AI powered LLMs
• Bayesian and fingerprint-based classifiers
• Real-time behavioural heuristics
…to stop advanced threats on first encounter 
before they reach staff inboxes — including 
those that bypass Microsoft and other cloud 
email security vendors.

MailGuard is a global leader in email threat detection. A pioneer in cloud email security since 
2001, MailGuard invented the concept of pre-filtering email threats before inbox delivery, laying the 
foundation for the Secure Email Gateway (SEG) category.

MailGuard is ISO/IEC 27001:2022 certified, 
trusted by over 5,500 organisations, 
including governments, law firms, banks, 
hospitals, and ASX-listed companies. 
Recognised for our unmatched speed in 
detecting zero-day email threats, we have 
consistently stopped sophisticated exploits, 
like QR code phishing, Dropbox-based 
malware, and Azure AD Guest Invite fraud, 
months ahead of Microsoft, and other leading 
platforms.
In an era of rising cyber regulation and 
board-level accountability, MailGuard 
enhances your Microsoft 365 or Google 
security stack with minmal disruption, easy 
activation, and elite-speed protection, fulfilling 
your fiduciary and operational responsibilities.
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Trusted by Global Leaders. 
Since 2001.
• A leader in advanced ‘zero zero-day’ email threats missed by Microsoft 365 and other 3rd 

party vendors. 
• Achieve peace of mind with MailGuard, a solution trusted by global leaders that ensures your 

email is secure.
• Benefit from A$35M+ in R&D, including proprietary AI & ML-powered threat detection, to 

boost your cybersecurity confidence. 
• AI-powered email threat detection and inline architecture intercepts and blocks threats hours 

faster, on first encounter.  

MailGuard Insights Report Page 15

“It’s the type of innovation that we want to see.”
— Satya Nadella, CEO & Chairman, Microsoft

“MailGuard has developed world-leading cloud and email security IP. This is 
IP that is unique to Australia; it’s among the leading cloud and email security 
solutions anywhere in the world.”
— Hon. Malcolm Turnbull, Former Australian Prime Minister

“You are being led by what I see as one of the world’s best, at preventing 
and protecting your secure infrastructure, securing your people, and 
securing your business”
— Steve Miller, COO, Microsoft Asia
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Let’s Connect
Make time today to talk to our local team of 
experts about fortifying your inboxes. 
expert@mailguard.com.au

www.mailguard.com.au
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